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Introducing the topic

« Using Al for different purposes
« Supporting prevention and enforcement activities by national and supra-national authorities
» Strengthening investigative activities or the detection of suspicious behaviours;
* Improving knowledge transfer;
« Empower CSOs and NGOs as watchdogs of power and authorities

« Added value of using Al for anti-corruption purposes?

» Digesting and metabolizing large amount of data;
Automatizing processes of data collection & analysis;
Reducing time, cost and efforts of AC activities;
|dentifying hidden patterns that human are unable to see;

Using Al tools in a innovative, creative way,;
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Introducing the topic
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BaselAl — Case analysis using Al



What is BaselAl case analysis?

In-house Al enhanced tool to analyse judicial cases on corruption, money laundering,
financial frauds, organized crime

What can be done with this Al tool:
« Set up case management and upload case documents directly in the tool

« Automatising the analysis of the judicial documents and extracting lists of actions, locations,
persons, entities, dates - How many times does a concept appear in documents?

« Completing the information available with others retrieved from open sources or official websites;

» Create a timeline of the investigation and its main steps

Systematising the information in a way that is easy to navigate and generate reports that
can be used for investigative purposes
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Document: Registrar General Extract: Alpha

Construction Company Pro...

Review the quality of text extraction and entities from this document

Title Filename
Registrar General Extract: Alpha DOC 16.pdf
Construction Company Pro...

Upload Date File Size
27/08/2025 82.29 KB
File Format Text Chunks
PDF 2

Pages Processed
1

Original Document

EXTRACT
Of the Department of Registrar General

LIMITED LIABILITY COMPANY

“ - o i »

Whase street address is 2612, Makhets Road, Blantyre is a duly qualified private
Timited liability company

Registration number 1990/ 0234
Type of activities Construction

Date of Incorporation 15 May 1990

Chief Executive Officer James Kasoka

Sharcholers 1) ALPHA HOLDINGS 55%

2) James Kasoka: 25%
3) Grace Kasokar: 10%
4) Uchizi Kasoka: 15%

Pescentage of shares 100%

16

Back to Copy
4
Documents < Download 0 Text

Uploaded By
Peter Huppertz

Document Type

Business registry

Text Bytes
804 Bytes

Extracted Text 800 chars [ copy 4% sanitize

BUSINESS REGISTRY INFORMATION:
0f the Department of Registrar
General

LIMITED LIABILITY COMPANY

REGISTRY SECTION 1 of 2
Businesses: LIMITED LIABILITY
COMPANY, limited liability company

BUSINESS RECORDS:

LIMITED LIABILITY COMPANY

“ALPHA CONSTRUCTION"

Whose street address is 2812, Makheta
Road, Blantyre is a duly qualified
private

limited liability company
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Extract and analyze legal entities from case Malawi Case documents

Total Entities

207

Entity Types

14

Avg Confidence

92%
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<
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Showing 207 of 207 entities

Tl Name

Lilongwe

Chisomo Nkhoma

Malawi

Ireen Bongwe

2022-09-24

Julius Chimpeni

2022-11-05

[ Q_ |earch entities...
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JF Docs

10
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10
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2812, Makheta Road, Blantyre

Blantyre

Cash deposits

Malawian

cash deposits

044143 56 98

Alpha Construction

Chimpeni Consulting

consultancy services

ALPHA CONSTRUCTION

2020-03-15

private limited liability company

Private Bag 85, Lilongwe

secretary

limited liability company

First Capital Bank

TRANSACTION

TRANSACTION

CONTACT |

ORGANIZATION

ORGANIZATION

TRANSACTION

ORGANIZATION

DATE

LEGAL_TERM

LOCATION

ROLE

LEGAL_TERM
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95%

90%

90%
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90%

90%

95%
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95%

85%

20%

90%

85%

95%
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STR/FINANCIAL IN°

STR/FINANCIAL IN°

STR/FINANCIAL IN°

STR/FINANCIAL IN°

STR/FINANCIAL IN°

BUSINESS REGISTI

STR/FINANCIAL IN°
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STR/FINANCIAL IN’

STR/FINANCIAL IN°
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STR/FINANCIAL IN°
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& Back to Entities

Alpha Construction oreanzation

Entity details and analysis for case Malawi Case

Confidence Score Occurrences
0/ eo———
95% 1
Across entire case corpus

Al extraction certainty

Entity Overview @ Formatted Report

Alpha Construction

Type: Organization

ul Key Metrics

Confidence Score: 95%
Occurrences: 1
First Seen: 19/08/2025

Documents: 1

& Related Entities Preview

() copy Name &, Export

Documents Related Entities
Files containing entity Similar entities found
Documents Related Entities

Al-Powered Entity Summary

Alpha Construction is identified as the employer
of Nomsa Malate, who made two cash deposits
totaling MWK 9,500,000 into the First Capital

Bank account of Chimpeni Consulting on 2020-

03-15. Nomsa Malate, a secretary for Alpha

Construction, stated that these cash deposits
were for consultancy services. Alpha
Construction is described as a Malawian

company.

() copy Entity Name |



FALCON project — Horizon Europe

Innovating the fight against corruption



FALCON Consortium

Law Enforcement Agencies

Social Sciences and

and Training Academies Humanities
. Partner Country Partner Country
GPI Moldova ABI Italy
MINT France BETA France
MUP Serbia GTI Hungary
BASEL INSTITUTE ON CDBP Bulgaria UCSC Italy
GOVERNANCE
BIG RBP Romania UGOT Sweden
A VSAT Lithuania CENTRIC  United Kingdom
UniBas N
AAF Poland BIG Switzerland
LCENTRIC] AFSEA Bulgaria UniBas Switzerland

Gen

Consultancy end-user focused
company

Country

Romania

Partner

. S

7
AFSEA

Z Fraunhofer

1058

10SB

Technological/Technical
Partner Country
ICCS Greece
IOSB Germany
BPTI Lithuania
CERTH Greece
ENG Italy
SPH Greece
UPVv Spain
VICOM Spain
C&T Italy
07/10/2025  '8°
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FALCON: innovating the fight against corruption

What FALCON does

 Investigating modus operandi, impact, and legal landscape of four domains of corruption
» Gathering data from heterogeneous sources and databases

« Designing Al / LM technological solutions

» Developing tools for risk assessment for investigation and decision support;

Building datasets and technologically advanced solutions to support LEAs in fighting corruption and
other crimes

Developing red flags and risk indicators for early detecting risks of corruption in four domains
» public procurement fraud;
» circumvention of sanctions by oligarchs and kleptocrats;
« corruption at borders;
« conflicts of interest of politically exposed persons.
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Data sources
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Public procurement Company registries Financial Income/asset/ interest
data & Financial records transaction declarations
— % A

I -
Sanctions PEPs lists Gazettes and other Air and maritime Video feeds
lists grey literature registers
Ve ]
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000000 A \

Population Leaks Prosecution News
census files (open) archives
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Indicator prediction:
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Investigative Tool for
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\
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Combination of different tools and solutions for
improving investigative activities
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Advanced Risk Assessment System

« Supporting LEAs / ACAs by providing a data-driven platform for risk assessment and investigation
prioritization

 Integrating mechanisms to process risk indicators with real-time data to identify and address corruption risks.

« Analysing datasets in real-time or near-real-time and detecting patterns and anomalies that may signal
potential corruption.

« Evaluating both qualitative and quantitative risk indicators, delivering a deeper and more comprehensive
understanding of corruption risks
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Open Source Intelligence

OSINT Tool used to collect data from publicly available sources
« Social networks (Facebook, X, Instagram, LinkedIn.....)
- Newspaper articles and press releases
« Sanction lists produced by national / supra-national authorities
« Publicly available judicial documents
« National / supra-national tender portals
« Academic journals and other forms of grey literature

Data is collected by web crawlers running on SPH’s private cloud and is accessed by the OSINT Tool
through dedicated software

OSINT Tool is using the collected data to create datasets about personal relations, life style
changes, suspicious situations / activities and make them available for search and analysis.

The end users can search the collected data for persons and/or organizations of interest through the
OSINT Tool’s User Interface
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Artificial intelligence for training purposes

Creating more immersive experiences where participants can interact with a
machine interface and implement what they have learned in a secure, artificial

environment




Al enabled witness interview for ICAR on-site training

| used to work at the Ministry of Works,
Transport and Communication in Tanzania
as a manager. Currently, | am not employed.

George
Festo:

ou: What do you know about corrupt practices in the
" Ministry?

I've heard that contracts for road and
transport infrastructure projects are often
awarded to companies that make upfront
payments, which are essentially bribes, to
George senior officials. These payments are
Festo: reportedly routed through foreign bank
accounts to avoid detection. It’'s a pattern
that has been ongoing for years, and |
believe the Minister, Christopher Mlowe, is
aware of it but has chosen not to act.

Ask George Festo ... m

Maximum 150 characters.
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Al and scenario building

- Obtaining support with scenario building - narratives, key characters, turning points,
unexpected situations

- Create fictitious but plausible scenarios within which those receiving training must
operate, apply knowledge, decide on action strategies, and so on.

- Al can directly participate in the scenario as a player or game master - interacting with the
participants to the trainings and exercises

- Al assisting with the management and administration of the scenario exercise and
keeping track of the results
- By designing / managing BOTs, game changing situations, event cards, players’ roles
- Supplying sheets, information, milestones, Al-generated events and so on.
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Risks, bottlenecks, recommendations

Two FALCON policy brief
(https://www.falcon-horizon.eu/communication-
material/):

= High-level Corruption: an Analysis of Schemes,
Costs and of Policy Recommendations

- Recommendations for leveraging Artificial Intelligence
(Al) in the fight against corruption

Fighting Corruption
& Organised Crime

High-level Corruption: an Analysis of Schemes,
Costs and of Policy Recommendations

Policy Brief of Project FALCON




Risks for using artificial intelligence for AC

- Politically-charged use of Al tools against political
enemies and opponents:

- Regime consolidation and creation of a
panopticon system
- dystopian reality

- Structural problems: bias, hallucination, inconsistency

- Relying completely on Al tools, while forgetting that
one of the most incredible computational machines is
the human brain

- Using Al as support to do more things and better
- freeing up space for human creativity
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Bottlenecks and obstacles

Data quality: Governments should improve data collection to ensure it is relevant, accurate, up-to-date and
reliable. For example, public procurement data should include digitalized tender specifications, contract
modifications and payments, that are often not collected in a systemic way.

Data interoperability: Administrative datasets should be easy to link together. Identifiers that are unique across
different administrative datasets — such as tax IDs, tender IDs, product codes, and addresses should be

standardized.

Data standardization: Datasets should be presented in machine-readable formats to enable automated
analysis and integration with advanced statistical tools.

Data accessibility: Data without confidential information and personal data should be easily accessible to civil
society, journalists and researchers. Data sharing protocols should ensure access by law enforcement
agencies (including foreign ones) to those datasets containing sensitive and personal data

Anonymization and encryption mechanisms should be developed to allow data processing while protecting
sensitive information.
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Policy Recommendations

« Adopt strategies which promote the use of Al technologies in anti-corruption efforts.

* Develop Al governance frameworks promoting the responsible and ethical use of
Al technologies in anti-corruption efforts.

* Promote capacity building and provide training for law enforcement officers on Al
technologies.

* Encourage data harmonisation and accessibility

* Create independent oversight mechanisms.
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