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Background: Edsel heads the Data Privacy, Cybersecurity, and Al Initiatives at Gorriceta Africa Cauton &
Saavedra. He concurrently heads Special Projects (Infrastructure). His practice includes Al governance
frameworks, data protection, FinTech, blockchain, e-commerce, infrastructure, general corporate services,
and banking and financial services. Atty. Tupaz is legal adviser to Fortune 500 and NASDAQ companies, and
many of the most impactful technology startups in Asia.

Atty. Tupaz graduated from Harvard Law School with a Master of Laws (LL.M.) and holds a Bachelor of Arts
in Economics and Juris Doctor from the Ateneo de Manila University. He is dual-qualified under the New
York State Bar and the Philippine Bar. Atty. Tupaz was Managing Technical Editor of the Harvard Human
Rights Journal.

In 2023, Atty. Tupaz was a member of the Philippine team selected as Challenger for the Alan Turing
Institute's Data Challenge — Policy Priorities and Al for Sustainable Development Goals, which advances the
intersection of sustainable development, artificial intelligence, open government, and computational social
science.

Atty. Tupaz is among the Top 100 Lawyers in the Philippines in 2023 and 2024 as released by the Asia
Business Law Journal. At the 2023 Philippine Law Awards (Asian Legal Business/ Thomson Reuters), he
was awarded Data Privacy & Protection Lawyer of the Year. He is a Certified Artificial Intelligence
Governance Professional (AIGP), Certified Information Privacy Professional - Europe (CIPP/E) and a
Certified Information Privacy Manager (CIPP) under the International Association of Privacy Professionals
(IAPP). He holds a postgraduate certificate in data privacy, protection and operational excellence from the
Asian Institute of Management. He is certified for IEC/ISO 27001 Foundations — Information Security
Management Systems.

He is featured on Data Protection Leader (July 2025 edition) by OneTrust DataGuidance. He is on the
Experts Directory for Philippine privacy law.

With over 20 years in legal practice, Edsel holds more than 10 years of experience in all three branches of
government. He has taught in several institutions, including New England Law (Boston, Massachusetts),
Ateneo de Manila Law School, De La Salle University, and Far Eastern University Institute of Law.
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Will We Win the Al Arms Race?

OECD.Al - Al Incidents and Hazards Monitor (as of 31 Aug 2025)
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Mote: An Al incident or hazard can be reported by one or more news articles covering the same event.

Show summary statistics of Al incidents & hazards



The Philippines ranks in the

bottom quartile in Al )
‘ W L i I=F !_{@

development

Intensity

Philippines scores 5.24 in scale and 7.79
in intensity, for an overall score of 5.89.

Source: https://www.tortoisemedia.com/data/global-ai#rankings
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The Philippines ranks in the
bottom quartile in Al 717777
development

Global Al Index — The Philippines ranks 67th of 83
countries, last among ASEAN-6 countries, with a score of

5.9 out of 100. Ranks above Rwanda and beneath
Slovakia.

|s the global Al divide widening?

Advanced Al-related risks and harms impacting low-
scoring countries need to be governed.
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Talent - availability of skilled practitioners in artificial
intelligence

I l tati « Infrastructure - reliability and scale of access infrastructure,
mpicmenauon ¢, electricity and internet to supercomputing capabilities

THE GLOBAL Al INDEX IS < Operating - Environment focuses on the regulatory context
UNDERPINNED BY and public opinion on artificial intelligence.

Research - extent of specialist research and researchers,
numbers of publications and citations in credible academic
journals

Development - development of fundamental platforms,
algorithms, upon which innovative artificial intelligence
The Global Al Index is underpinned by 122 projects rely.

indicators, collected from 24 different public

and private data sources, and 83 _
governments. Government Strategy - depth of commitment from

national governments to artificial intelligence; spending
commitments and national strategies.

Commercial - level of startup activity, investment,
business initiatives based on artificial intelligence.

Innovation

Investment
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for each sub-pillar of the index United States of America Philippines ‘

Reimagining Governance in the Age of Al
© 2025 Gorriceta Africa Cauton & Saavedra




RISK-BASED SUPPLY CHAIN ANALYSIS UNDER A DEVELOPMENT LENS

How can Al Actors in the Philippines Govern
Advanced AI Risks and Harms ?

::hﬁ:Ob.al Alfsupp.ly Sl t.he Within transnational Al supply chains,

PPINES unctions as an importer, low-scoring jurisdictions like the
(sometimes) deployer, enq-user, and Philippines face pronounced
consumer of Al technologies rather bargaining asymmetries

than as developer

On the other hand, the Philippines
is at the tail end of the global Al
supply chain, lacks meaningful
privity with advanced Al actors ,
located in high scoring countries. 4

These asymmetries exacerbate Al-
related risks and harms that
impact low-scoring countries

The Philippines offers large
markets and a consumer base
increasingly attractive to Al
providers and deployers in
advanced economies—
jurisdictions that score high
under leading Al development

indices. .
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Recast the Philippines as an
active governance actor which
can better assert agency in the

name of Al safety




&) OECD

BETTER POLICIES FOR BETTER LIVES

Organisation for Economic
Cooperation and Development
(OECD) Al Principles

Inclusive growth, sustainable
development and well-being

Human rights and democratic
values

Transparency and
explainability

Robustness, security and
safety

Accountability
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MPEST CONVENTION ON CYBERCRIME
OF THE COUNCIL OF EUROPE

convsrmou Dﬁunmsr SURLA CYBERCRIMINALITE
DU CONSEIL DE LEUROPE
o

Budapest Convention on
Cybercrime

Establishes legal frameworks
for cross-border cooperation
against cybercrime.

Philippines is a party (entered
into force in the country on
May 1, 2018), enabling mutual
legal assistance and
harmonization of cyber laws.

Covers offenses including
hacking, fraud, and data
interference relevant to Al-
enabled crimes.

Association of Southeast Asian
Nations (ASEAN) Cybersecurity
Cooperation Strategy

Recognizes the growing need
for regional cybersecurity
coordination

ASEAN member states
(including the Philippines)
coordinate policies to enhance
regional cybersecurity and
resilience.

Supports joint initiatives to
develop skills, infrastructure,
and incident response.

Basel Principles for Operational

Resilience

Emphasizes operational
resilience against cyber threats
(which can now include Al-
enabled threats) in banks and
financial institutions.

Requires continuous risk
assessments for technology
dependencies.

Stresses controls for vendors
and digital service providers to
prevent systemic risks.
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National Institute of Standards
and Technology (NIST) Al Risk
Management Framework

Provides structured processes
for identifying, measuring, and
mitigating Al risks.
Emphasizes transparency,
stakeholder engagement, and

adaptability across Al lifecycle.

Designed as a flexible guide to
help organizations implement
Al risk governance.

ISO/IEC 27001:
Information Security
Management Systems

Provides a well-established
standard and comprehensive
framework for managing
information security risks.

Concentrates on protecting
data confidentiality, integrity,
and availability across all IT
systems.

Applicable to any
organization’s information

security risks, not Al-specific.

Artificial Inteluggé}al,!. gr‘ri‘ -
ISO/IEC 42001:
Artificial Intelligence
Management Systems

First management system
standard focused specifically
on Al governance.

Emphasizes ethical,
accountable, and transparent
Al lifecycle management.

Sets requirements for
governance structures
overseeing Al systems, and
promotes auditability and
compliance with Al-specific
principles.

ISO/IEC 42005:
Artificial Intelligence
Impact Assessment

Guidance for organizations
conducting Al system impact
assessments.

Helps identify, evaluate and
document potential impacts
throughout the Al system
lifecycle

Supports broader governance
and risk management practice
Addresses unique Al risks like
bias, safety, privacy, and
reliability.
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NPC Circular 2023-06:
Security of Personal Data in the
Government and the Privale Seclor

NPC Advisory 2024-04:
Guidelines on the Application of the DPA
lo AI Systems

Key NPC Issuances provide additional guidance.

Robust breach management protocols to
ensure timely detection, containment, and
reporting of personal data breaches

Requires privacy-by-design and security-by-
design principles to embed safeguards from
the start.

Mandates regular Privacy Impact Assessments
(PIAs) and security audits to proactively
identify and mitigate risks.

Strengthens incident response readiness and
accountability

NPC Circular 2020-03 (read with NPC
Advisory No. 2025-01):
Dala Sharing Agreemenls

Requires written Data Sharing Agreements
(DSAs) to legally govern personal data sharing
between Personal Information Controllers
(PICs)

Provides mandatory clauses for DSAs to
ensure compliance and data protection

- Mandates cybersecurity safeguards in data
sharing, including access controls and incident
response protocols.

Ensures security and confidentiality measures

are in place to prevent data breaches and
misuse.

Requires transparency and explainability in Al
decision-making affecting personal data
Mandates human oversight and mechanisms
to prevent automated discrimination or bias
Reiterates application of data protection
principles (i.e. purpose limitation, data
minimization, and security by design) in Al
systems.

Requires documentation to demonstrate GORRICETA‘V% Reimagining Governance in the Age of Al
Comp“ance with the DPAin Al SyStemS use GORRICETA AFRICA CAUTON &5;\;\\-1;(11@\ © 2025 Gorriceta Africa Cauton & Saavedra




Key NPC Issuances provide additional guidance.

NPC Advisory Opinion 2022-017:

Disclosure of Personal Information for

Cybersecurily Investigations
DPA cannot obstruct cybercrime investigations
Disclosure of personal or sensitive data '——‘O
allowed even w/o data subject consent or a
court order if necessary to establish, exercise,
or defend legal claims, including during
cybersecurity investigations

- Legal claims may be established even without
court proceedings

NPC Advisory Opinion 2023-026:

Creation of a Shared Employee Fraud

Database
Data sharing for fraud prevention allowed if
anchored on legal claims, subject to
transparency, proportionality, and data subject
rights
PIA recommended to assess risks and ensure
accountability

Disclosure of personal and sensitive

NPC Advisory Opinion 2024-001:
Request for Access to Personal Data for
Audit Purposes

COA'’s audit access to personal and sensitive
data allowed, since critical for assessing
cybersecurity controls

But COA required to implement appropriate

physical, organizational, and technical security ® ==~

measures

Regular monitoring and breach prevention also
required to safeguard against unauthorized
access or cyber threats

GORRICETA %
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information for fraud prevention allowed, even
without court proceedings, if necessary to
establish, exercise, or defend legal claims.
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Key NPC Issuances provide additional guidance.

NPC Advisory Opinion 2024-002:
Use of Al in Civil Service Commission’s
Correspondence
DPA applies fully to Al-based processing
of personal data

PICs using Al must follow DPA
principles, including lawful processing,

transpargncy, _security, and upholding NPC Advisory Opinion 2024-005:

data subject rights Use of Al in Call Analysis and Monitoring
PIAs recommended to ensure fairness of Employees

and proportionality of Al use with
respect to data subject rights

Legitimate interest allowed as legal basis for
Al processing of employee data, provided
proportional, transparent, and limited to
coaching and performance improvement
Employees have the right to object to
processing

Robust cybersecurity and data protection
measures required to safeguard personal
data and mitigate Al-driven cyber risks.

GORRICETA Reimagining Governance in the Age of Al
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How can organizations address Al-enabled risks, threats, and
harms through legal, regulatory & governance frameworks

Privacy Compliance & Sectoral and Regulatory Alignment
Governance Ensure compliance with sector-specific

Compliance with the Data Privacy Act,
NPC Circulars, key Advisory Opinions,
and global data protection standards
will help ensure lawful, transparent,
and secure personal data processing.

regulations (e.g., BSP Circular 1127) and
industry requirements for Al and
cybersecurity resilience.

Training, Oversight, and
Accountability

Build internal capacity through
continuous training and awareness
programs, reinforced by clear roles,
oversight mechanisms, and
decision-making accountability.

Threat Testing

Implement ISO/IEC 27001-aligned
controls, and conduct VAPT and red
teaming to proactively detect, assess,
and mitigate vulnerabilities.

Cybersecurity Management and z

Optimize Policy, Process, and

. Controls through Regular
Al Governance and Risk Assessments and Audits
Management Continuously update policies and governance
Adopt frameworks like NIST Al RMF,

structures to adapt to evolving legal,

ISO/IEC 42001, ISO/IEC 42005, operational, and cyber risk environments by

ISO/IEC 38507 (Al governance), and

. conducting Al Impact Assessments, Privacy
ISO/IEC 23894 (Al risk management), Impact Assessments, and cybersecurity
to manage Al lifecycle risks, including .

. .. N audits.
fairness, explainability, and reliability.
GORRICETA® Reimagining Governance in the Age of Al
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